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OVERVIEW
One-month long  

bug bounty research
Focus: Crypto wallet  

vulnerabilities

Results: 11 apps reported,  
$30k in rewards

Goal: Share experience  
and insights for beginners
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UNDERSTANDING CRYPTO WALLETS

‣ Digital tool for managing cryptocurrency 

‣ Stores public and private keys 

‣ Enables transactions and interactions with 
blockchain



WEB3 AND DAPPS

Decentralized internet  
built on blockchain

Web3

dApp
Decentralized applications 

 running on blockchain 

Crypto Wallets
Gateway between users 

 & Web3
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WALLET-DAPP INTERACTION
1. User connects wallet to dApp 

2. dApp requests action (transaction, login, etc) 

3. Wallet displays request for user approval 

4. User confirms, wallet executes action







ATTACK VECTOR
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Malicious dApps 
masquerade as 
legitimate

Users tricked into 
connecting wallets

Deceptive 
approval requests 
hide true actions

Result: 
Unauthorized 
transactions, 
stolen funds



INCONSISTENT INTEGRITY CHECKS

▸ Issue in eth_signTypedData 
implementation 

▸ JSON object displayed to user != 
data being signed



ATTACK 
DEMONSTRATION

DECEPTIVE VS SANITIZED









BUG BOUNTY 
STRATEGY



CTF STYLE REVERSE CTF STYLE

▸ Select target, attempt 
various exploits 

▸ 20 min – several days 
per target

▸ Select a vulnerability, 
test across targets 

▸ 1 min – 2 hours per 
target

BASIC STRATEGIES



AUTOMATION 
BASED APPROACH APPSEC APPROACH

▸ Large-scale target 
discovery 

▸ Parallel automated 
testing

▸ Deep dive into complex 
systems 

▸ Focus on shared 
components

ADVANCED STRATEGIES



FINDING YOUR EDGE

Know Your Strength Thousands of bug bounty hunters out there – 
how do you stand out?

Choose Your Niche Research area where your strenghts can be 
applied the best

High Value Targets Best targets to focus on within the niche

Common Technology Components shared between HVT

Attack Vector(s)
The worst possible risks in CT and how they 
could be leveraged



MY APPROACH

Know Your Strength Whitebox pentesting, custom tool 
development

Choose Your Niche Intersection of Crypto / Web2

High Value Targets Crypto wallets

Common Technology dApp support

Attack Vector(s) Confirmation spoofing



REPORTING



CRAFTING IMPACTFUL REPORTS

▸ Clear, detailed writeup 

▸ Weaponized PoC (code + video) 

▸ Interactive PoC (code + video) 

▸ Focus on impact, not technicalities 

▸ Title and executive summary – the most 
important parts of the report







REPORTING BEST PRACTICES

Keywords to avoid: 

▸ Content Spoofing 

▸ Content Injection 

▸ Social Engineering



REPORTING BEST PRACTICES

▸ “What could you do?” > “How?” 

▸ Lead the executive summary with 
clear explanation of an attack the 
business cares about 

▸ CVSS is not an appropriate scale 
for all threat models







LESSONS 
LEARNED Know your strengths

Choose your niche wisely

Develop custom tools for the edge 

Invest time in clear, impactful reporting 

Be patient, but persistent with triagers
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PALDIES!!!111


